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Abstract. Safe operating system kernel extensions, as implemented by
Linux eBPF, enable improved application performance, kernel observ-
ability, and system security. To extend these benefits beyond privileged
applications, the kernel must ensure that eBPF programs cannot es-
cape their in-kernel sandbox through transient execution attacks, such
as Spectre. However, all existing defenses for eBPF (i.e., upstream eBPF,
VeriFence, BeeBox, and HIVE) lack at least one of three properties
an in-kernel sandbox requires: (1) low overhead, (2) portability, and
(3) address-space sharing. This raises the systems design question of
whether in-kernel sandboxes must give up one of these properties to de-
fend against transient execution attacks.

To answer this question, we present Firefly, a verifier-based defense for
eBPF that simultaneously achieves these three properties through co-
design of verifier logic, helper interfaces, and code generation. At its core
is a speculation-aware verifier that unifies Spectre-PHT (v1) and Spectre-
STL (v4) handling while using a refined constant-time leakage model
that also protects physical-layout information. Unlike BeeBox and HIVE,
Firefly does not require ARM64-specific hardware features, address-space
separation, or driver-specific optimizations. On x64, Firefly matches the
most performant, but use-case—specific, BeeBox variant, whereas generic
state-of-the-art alternatives add 71 % to 151 % for Meta’s Katran load
balancer. Firefly, in contrast, only induces 6 % to 26 % eBPF execution-
time overhead.

Keywords: Linux, Spectre, eBPF, Systems Design

1 Introduction

Linux’s extended Berkeley Packet Filter (eBPF) [63, 73], the most prominent
implementation of safe kernel extensions, enables very low-overhead interac-
tion between user and kernel space. eBPF’s applications to date include con-
tainer networking (as used by Docker and Kubernetes), high-performance in-
put/output (I0) [54,88,114], energy [95] and carbon monitoring [10,93], 5G net-
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works [101], memory optimization [71], threat detection [45,64], system call filter-
ing [59], automatic performance tuning [124], (energy-aware) scheduling [50,94],
and databases [126, 128]. Because of its success, Microsoft has ported eBPF to
Windows [62], and the FreeBSD community is working to support it as well [125].
Furthermore, an IETF working group aims to standardize the technology [113].

eBPF supports these applications by enabling low-overhead interaction be-
tween user and kernel code. It avoids domain transitions by just-in-time compil-
ing user-provided bytecode and running that code in kernel mode at near-native
speed. To isolate eBPF programs from the kernel, the verifier uses abstract inter-
pretation to check memory and type safety before execution. This check imposes
some restrictions, but it allows for good expressiveness and near-native perfor-
mance. To use eBPF, most applications today require root privileges (privileged
eBPF'), but Linux also allows unprivileged user processes to load safety-checked
bytecode into the kernel (unprivileged eBPF'). In summary, eBPF is currently
the leading technology for safe kernel extensions [58,61,68].

Driven by eBPF’s numerous applications in today’s critical infrastructure,
this work focuses on improving eBPF’s isolation from the kernel by enabling
low-overhead and architecture-agnostic defenses against transient execution at-
tacks. The consequences are two-fold. Either one can use this to improve the sys-
tem’s security by not requiring elevated privileges for processes that already use
eBPF [29,76], or to improve the system’s performance by using eBPF in new ap-
plications. Upstream Linux already uses unprivileged eBPF for network traffic fil-
ters [41,103], and potential future use cases include asynchronous I/0 [19,32,69],
stateful system-call filters [59], (human-interface) device drivers [109], file mon-
itoring [34], system-call aggregation [43|, and containers [37,55].

To support these unprivileged applications on modern out-of-order CPUs,
eBPF must implement low-overhead, software-based defenses against transient
execution attacks. Whereas hardware can efficiently prevent Meltdown and sim-
ilar domain-bypass transient execution attacks (e.g., where the hardware crosses
address-space boundaries [3]), the cross- and in-domain transient execution at-
tacks that researchers have uncovered since 2018 (e.g., Spectre [26, 66]) still
require software defenses [33,56,79] on all high-performance CPUs [6-8]. This is
required to prevent eBPF-capable applications from accessing arbitrary kernel
and user data. To protect the system, eBPF must apply defenses to the machine
code it generates from the application’s bytecode.

To date, all existing defenses for eBPF (VeriFence [44], BeeBox [60], and
HIVE [127]) either suffer from performance, portability, or sharing issues. Fur-
thermore, combining the different approaches to resolve this is not viable. First,
VeriFence, like upstream eBPF, suffers from high performance overhead due
to speculation barriers inserted by two separate mechanisms: type analysis for
Spectre-STL [1,26] and speculative path analysis for Spectre-PHT [66]. Second,
HIVE requires ARM64 Pointer Authentication Codes (PAC) and Load/Store
Unprivileged (LSU) instructions, thereby lacking portability. Finally, BeeBox
requires a separate eBPF address space, thereby inducing compatibility issues:
BeeBox must statically assign allocations to eBPF programs for maximum per-
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formance, and developers can no longer directly reuse kernel abstractions in
eBPF helper functions. These limitations are well recognized [9, 53,58, 106], but
to date have lacked a solution.

Contributions. The related works’ limitations leave an open systems question
for in-kernel sandboxes: must in-kernel sandboxes give up low overhead, porta-
bility, or address-space sharing to defend against transient execution attacks?
Firefly? shows that the answer is no. Its key observation is that prior verifier-
based defenses are limited not by verification or speculation barriers themselves,
but by the criterion used to classify speculative states as well as existing eBPF
interface and compiler design choices. We show that these can be addressed in
a portable and scalable manner, making a shared-address-space, verifier-based
solution viable even for Spectre-STL. Our contributions are threefold:

Problem analysis: We systematize why prior eBPF transient execution attack
defenses fail to achieve low overhead, portability, and address-space sharing.

Security criterion and verifier design: We refine speculative constant-time
to protect physical memory layout information and present a speculation-
aware verifier for eBPF that unifies Spectre-PHT and Spectre-STL.

Practical system support: Based on the identified bottlenecks, we introduce
the interface, compiler, and kernel changes needed to make this verifier-based
design feasible in practice.

We evaluate Firefly on x64 and ARM64 using real-world eBPF applications,
reproduce prior work, and show that Firefly matches or exceeds alternative ap-
proaches without their trade-offs.

Key findings. We make the following key findings:

e Spectre-PHT and Spectre-STL can be handled within a single verifier frame-
work rather than by disjoint mechanisms. This unification reduces conceptual
and implementation complexity while allowing defenses to be placed based
on one consistent leakage criterion.

e A comprehensive verifier-based defense must account not only for classi-
cal speculative leakage as captured by speculative constant-time, but also
for physical memory layout information leaked through half-Spectre [36]. In
particular, benign-looking speculative out-of-bounds accesses can still reveal
layout information that hardens Rowhammer attacks.

e Despite this broader scope, speculation-aware verification remains portable
and scales to large real-world programs. We show that improved accuracy
must not come at the cost of making load-time verification infeasible.

e Therefore, a previously unachieved design point for in-kernel sandboxes is
feasible: low-overhead transient execution attack defenses can support porta-
bility and address-space sharing. Prior work suggested that system designers
had to give up one of these properties, but we show that this trade-off is not
required.

3 Name associates eBPF’s bee mascot with spectres
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e Achieving this design point requires co-design across verifier logic, helper
interfaces, and compiler configuration. Verifier accuracy alone is not suffi-
cient because the used interfaces and source compiler determine how often
speculative gadgets arise and how costly their defenses become.

Open science. Parts of our design have been adopted into the 6.17 upstream
Linux kernel,* and we publish Firefly’s full implementation, evaluation, and raw
data under an open-source license.?

2 Background

2.1 Transient Execution Vulnerabilities

This work focuses on Spectre-PHT [66] and Spectre-STL [1,87] because they are
the longest-standing and most performance-critical issues [26,28] to which new
processors are still vulnerable [6-8]. Spectre-PHT includes all transient execution
vulnerabilities based on conditional branches, as these use the Pattern History
Table (PHT) for prediction. Spectre-STL exploits the fact that loads may return
stale values due to in-flight stores and misprediction in the CPU’s Store To Load
(STL) buffer. Because the CPU resolves this ambiguity per load, a store may
be bypassed for one load while it is forwarded to another load of the same
address [87, Appendix A.6].

We thereby focus on cross-domain and in-domain transient execution at-
tacks [3] but exclude domain-bypass transient execution attacks. The latter in-
clude Meltdown [74], Microarchitectural Data Sampling [99], and L1 Terminal
Fault [25,51] which can all be efficiently addressed in hardware. Because indirect
branches, and thereby Spectre-BTB (v2) gadgets, are far less common in eBPF
than direct branches and stores, we rely on existing defenses to prevent Spectre-
BTB exploits (e.g., x64 retpoline [20,67,110], IPRED_DIS_S [57], control-flow
integrity [38,42,123] or ARM64 Switchpoline [52]) [121]. Furthermore, Spectre-
SLS [11,13] defenses do not affect performance [13,31,40, 70].

2.2 Extended Berkeley Packet Filter (eBPF)

Linux eBPF sandboxes user-supplied bytecode and enables its low-overhead in-
vocation in kernel mode. At compile time, compilers generate eBPF bytecode
from high-level languages such as C or Rust, and the eBPF toolchain then em-
beds it into the application binary. At load-time, the application transfers the
eBPF bytecode into the kernel using the bpf () system call, where the eBPF
verifier checks its memory and type-safety (and applies transient execution at-
tack defenses). Thereafter, the JIT compiler translates the bytecode to machine
code. At runtime, the kernel may invoke eBPF programs in response to var-
ious application-specific events (e.g., the arrival of a network packet), and the

4 https://lore.kernel.org/r/20250603205800.334980-1-1uis.gerhorst@fau.de
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programs can communicate with user space via typed shared-memory data struc-
tures (eBPF maps). To access maps and invoke privileged kernel functions, eBPF
programs can call trusted helpers that reside in the upstream Linux kernel C
source code. These resemble system calls from user space but incur lower latency.

To isolate untrusted extensions, the verifier performs abstract interpretation
of all possible program paths to ensure memory and type safety. It starts from
the first instruction and spawns new paths whenever it encounters a branch in-
struction. For abstract values, it distinguishes between scalar types, for which
it tracks possible values using multiple abstract domains (e.g., tristate num-
bers [115]), and pointer types, for which it restricts offsets and dereferencing.
The verifier treats pointer values as kernel secrets, while scalar values remain
public to the eBPF program. Arguments to helpers must match the argument
type, and the verifier assumes helper implementations handle pointer arguments
using only constant time (CT) operations (except for dereferencing them). If
the verifier detects any potential accesses to kernel-private data, uninitialized
registers, out-of-bounds accesses, or type errors, it rejects the eBPF program,
thereby preventing the application from using eBPF until application developers
rewrite the program to remove the potentially unsafe behavior.

Even without VeriFence [44], BeeBox [60], or HIVE [127], the 6.16 upstream
Linux kernel, in principle, fully prevents Spectre-PHT and Spectre-STL on x64
and ARMG64. However, while its defenses to date constitute the most com-
prehensive software-based Spectre defenses of any widely deployed sandboxed
execution environment (i.e., compared to the JVM [83], WASM [35,120], and
JavaScript [65,79,97]), their performance [60] and expressiveness [44] is limited.

Spectre-STL defenses primarily cause performance issues because they re-
quire a speculation barrier after most memory stores (e.g., pointer spills and
stack initialization) [60]. Spectre-PHT defenses, on the other hand, primarily
cause expressiveness issues (i.e., eBPF program rejections) because they use
speculative path analysis (i.e., simulated mispredictions, Figure 1) to reject pro-
grams that execute architecturally forbidden operations under speculative exe-
cution (e.g., bit operations on registers containing pointers). Finally, the verifier
uses masking to prevent out-of-bounds accesses in the presence of speculative
scalar confusion [44].

3 Threat Model

Driven by unprivileged eBPF’s numerous use cases [32,34,37,41,43,55,59,103,
109] and without loss of generality, we consider unprivileged local users who can
load eBPF programs into the kernel. Regarding the hardware, we consider all
transient execution attacks for which prior work has shown speculative breakouts
from eBPF, i.e., Spectre-PHT (v1), -BTB (v2), -STL (v4), -SLS and the cor-
responding half-Spectre variants. We thereby include all attacks considered by
upstream eBPF, VeriFence, HIVE, BeeBox, and “Half Spectre, Full Exploit” [36].
For eBPF, existing defenses prevent Spectre-BTB and -SLS with negligible over-
head, therefore, we focus on Spectre-PHT and Spectre-STL in the verifier. We
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sp[0]=num e sp[0] uninit I: // spl0] uninit
splb 71 : 0] =
s regular B: if (b) goto E

| G: lfence // with VeriFence
E - - -> speculative value = spl0]
E

channel [value]
: exit()

Fig. 1. Branch-based speculative type confusion in eBPF. Both Linux 6.16 and Ver-
iFence analyze (architecturally impossible) speculative paths to prevent exploits. Linux
6.16 rejects the whole program upon encountering the attempted speculative read
(spl0] if stack slot is uninitialized and contains stale kernel data), whereas VeriFence
inserts a speculation barrier (1fence on x64) to resolve the issue.

assume that CPUs may speculate on any branch or store instruction (we do
not make assumptions about the CPU predictors). For side channels, we assume
that any non-CT instruction constitutes a potential side channel leak that Firefly
must prevent.

Like BeeBox, VeriFence, and upstream eBPF, we assume there are no bugs in
the eBPF verifier or JIT engine. Although implementation bugs are also a rele-
vant issue [72], they are the subject of numerous orthogonal related works [61,77,
84,85,91,100,105,106,115,116,122]. We assume that the kernel invokes the eBPF
program, even speculatively, only with correctly typed and initialized arguments.
Upstream Linux ensures this by applying transient execution attack defenses to
the trusted kernel source code. Similarly, we assume kernel developers harden
speculation triggers in helper C source code using the appropriate kernel ab-
stractions (e.g., array_index_nospec() [98]). These are already inserted semi-
automatically using specialized static analyzers such as Coverity [48,49]. Finally,
we assume kernel developers check speculation triggers in inlined helper functions
and harden them when required to ensure maximum performance (e.g., as done
for map look-ups [104]). Upstream eBPF also makes all of these assumptions.

4 Problem Statement

Existing solutions to prevent eBPF-based transient execution attacks either incur
performance penalties, lack portability, or complicate eBPF’s integration into the
kernel by requiring a separate address space. Table 1 summarizes these aspects
for Firefly and related works.

4.1 Performance Penalties

All approaches that prevent transient execution attacks from eBPF incur signif-
icant overhead in typical eBPF use cases. For BeeBox and HIVE, this is because
they introduce domain-switching overheads and have unnecessary overlap with
hardware defenses. For upstream eBPF and VeriFence, this is because they suffer
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Table 1. Comparison of eBPF transient execution attack defenses [44,60,127] regarding
Portability (Sec. 4.2); Dynamic Sharing, Fine-Grained Isolation, and Abstraction Reuse
(Sec. 4.3); as well as Low Invocation Overhead and eBPF execution-time overhead (Sec.
4.1). For HIVE, some aspects are unclear () because it is closed source.

Port Dyn. Fine-Gr. Abstr. Low Invoc. eBPF Overhead
" Shar. Isolation Reuse Overhead x64 ARM64
HIVE x*  « X - X X 5% to 165 %°T
BeeBox-RB v x X X v 20 %™ ~©
BeeBox-RC  v° v X X X 71 %X K
Linux 6.16 vV v v v X X X
VeriFence v v v v X 145 % KL 10 % K-
Firefly v v v v v 25 % K- 6 % -

@ MPK-based design for x64 discussed ¥ Katran and Loxilb (Sec. 7.5, 7.6)
> ARM64 and others not implemented ¥ Katran (Sec. 7.5 and [60])
¢ Similar ARM64 and x64 overhead BT BCC and Tracee [127]

from false positives in their static analysis and therefore insert excessive specu-
lation barriers into the program.

Switching overhead between eBPF and the kernel. From a system’s per-
spective, eBPF complements user space by enabling short-running user-defined
computations (e.g., policy decisions) in the kernel without the expense of a
costly switch to user space. As a result, most eBPF programs are small and
short-running. For example, the 171 real-world application programs analyzed
by Gerhorst et al. have a mean program size of 46 instructions [44], and the
Katran load balancer benchmark also consumes at most 2750 CPU cycles. A
low invocation overhead is thereby critical for eBPF.

It is therefore a problem that HIVE, BeeBox-RC (Reduced Copy), unprivi-
leged upstream eBPF, and VeriFence all introduce domain-switching overhead.
HIVE reports 165 % overhead for eBPF programs that consume less than 2000
CPU cycles, and only achieves 5% if the program consumes at least 6000 CPU
cycles. Similarly, the only BeeBox variant conceptually applicable to all eBPF
program types (BeeBox-RC) must copy used objects into the eBPF address space
before invocation, and therefore incurs an average overhead of 71 % for Katran.
While privileged upstream eBPF has very low invocation overhead (similar to
function calls), unprivileged upstream eBPF’s and VeriFence’s Spectre-STL de-
fenses frequently require barriers after the stack initialization. As this usually
occurs at program start, it indirectly incurs invocation overheads. Therefore,
HIVE, BeeBox-RC, unprivileged upstream eBPF, and VeriFence incur domain-
switching overheads that are problematic for eBPF’s most common use cases.

Unnecessary overlap with hardware defenses. Neither BeeBox nor HIVE
can eliminate overlap with hardware defenses because their designs are mono-
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lithic. Their overhead is therefore the same on hardware that is only vulnerable to
Spectre-PHT. While verification-based isolation can avoid duplicating Spectre-
STL defenses on ARM64, where Speculative Store Bypass Disable (SSBD) is
active by default in kernel mode [22,129,130], the performance benefit of this
optimization in eBPF to date remains unclear.

Excessive overhead from speculation barriers. VeriFence and upstream
eBPF insert speculation barriers on demand whenever their static analysis de-
tects a potential Spectre-PHT or Spectre-STL gadget.

For Spectre-PHT, upstream eBPF analyzes the speculative execution paths
triggered by branches and rejects the program if any architecturally forbidden
behavior (e.g., type errors) occurs on a speculative path. Although this prevents
exploits, it has the downside of causing many false-positive program rejections
that are extremely tedious for application developers to resolve [44]. VeriFence
avoids rejections by automatically adding a barrier, but it does not consider
performance and introduces many unnecessary speculation barriers.

To prevent Spectre-STL, VeriFence and upstream eBPF insert a barrier after
each type-/memory-safety—critical store instruction which implies that the veri-
fier must add a barrier after each stack-slot initialization and pointer spill. Low-
overhead Spectre-STL defenses are a well-recognized research challenge [14,79].

4.2 Missing Portability

Upstream eBPF supports 12 architectures and implements transient execution
attack defenses for three of them (x64, ARM64, and PowerPC). It is therefore
impractical if defenses rely on non-portable hardware features. Especially, HIVE
is not portable to any architecture other than ARMG64 because it relies on Pointer
Authentication Codes (PAC) and Load/Store Unprivileged (LSU) instructions
for isolation [53]. BeeBox and VeriFence conceptually support architectures be-
sides x64, but the authors neither evaluate their performance nor demonstrate
portability in their implementations (both support only x64).

4.3 Dependence on Address-Space Separation

To allow fine-grained, low-overhead dynamic memory sharing and enable the
reuse of kernel abstractions in helper functions, upstream eBPF and the kernel
share the same address space. In contrast, BeeBox and HIVE separate the eBPF
address space from the kernel address space to prevent Spectre-PHT and Spectre-
STL. However, this separation inhibits both memory and abstraction sharing,
as they only support coarse-grained static isolation and must duplicate kernel
abstractions for use with eBPF pointers.

Static sharing. eBPF supports 32 program types in upstream Linux. Low-
overhead defenses must therefore be generic and must not rely on optimizations
that work only for specific programs. This problem primarily affects BeeBox,
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whose most performant variant, BeeBox-RB (Ring-Buffer no-copy), has 20 %
overhead for Katran but requires the kernel to statically select the target eBPF
program when it allocates the memory to be shared with that program (static
sharing). Only network driver programs can use this optimization [60], thereby
severely limiting BeeBox-RB’s use.

Jin et al. [60] present multiple variants to mitigate this limitation of BeeBox-
RB, but these instead impose copying-overheads or excessive register pressure.
First, BeeBox-RC implements dynamic sharing via invocation-time object copy-
ing across address spaces, but incurs 71 % overhead for Katran. Second, BeeBox-
CP (Clean Pointers) avoids copying and supports dynamic sharing, but in turn
requires the JIT to statically reserve one hardware register for every region
shared with the program. Such static reservations are impractical for anything
but trivial eBPF programs because of the register pressure they impose. While
Jin et al. evaluate it manually for small socket filter programs, its overhead for
complex real-world programs (e.g., Katran) remains unclear. In summary, none
of BeeBox’s variants supports low-overhead dynamic sharing.

Coarse isolation granularity. Because BeeBox and HIVE rely on address-
space separation for isolation, they can only isolate data at coarse granularity.
HIVE only supports fine-grained isolation by relying on Pointer Authentication
Codes (PAC) and exception-based runtime patching, but this incurs significant
initialization overhead and is not portable. For low-overhead sharing, HIVE and
BeeBox-RB therefore require the kernel to place whole objects (e.g., C struct)
in the correct eBPF program’s address space. Consequently, kernel developers
must remove all sensitive data from these objects, which induces additional in-
directions or copies.

Adapting the kernel to support the coarse isolation granularity required for
BeeBox and HIVE is not trivial. This is, for example, clear from the fact that
BeeBox supports only a small subset of eBPF interfaces while still changing 4800
kernel source lines. Even then, it only supports 5 out of 32 map types, 36 out of
211 helpers, and 2 out of 32 program types. A feature-complete BeeBox imple-
mentation would therefore lead to a significant increase in kernel complexity.

Abstraction reuse. Separate address spaces inhibit the reuse of kernel code
and abstractions for eBPF. This is because developers must duplicate pointer-
based kernel data structures (e.g., linked lists) for use in eBPF’s kernel helper
functions (e.g., BeeBox Listing 2 [60]). Furthermore, the system must convert
eBPF pointers to kernel pointers and vice versa when switching between domains
(as user pointers require special treatment in system calls). The latter affects 190
out of 211 of eBPF’s kernel helper functions, which all receive pointer arguments
from the eBPF program. These issues replicate the function-coloring problem
from asynchronous programming languages [86]. Split address spaces risk further
complicating the eBPF subsystem’s implementation, but BeeBox and HIVE fail
to address this concern because their implementations cover only a small subset
of upstream eBPF’s features.
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5 Firefly Design

Based on the preceding problem analysis, Firefly follows three guiding principles:

Performance: Firefly offers high performance on ARM64 and x64, as our eval-
uation with the Katran and Loxilb real-world benchmarks shows.

Portability: Firefly uses speculation barriers and a portable constant-time—
based leakage model that still hides the physical memory layout. It does not
require non-portable hardware features such as ARMG64 Pointer Authentica-
tion Codes, Load/Store Unprivileged instructions, x64 Memory Protection
Keys, additional reserved registers, or information about the CPU caches
and predictors.

Sharing: Firefly supports fine-grained, dynamic isolation and native kernel
memory access using accurate verification-based isolation. Unlike related
works, it thereby does not restrict memory sharing between eBPF and the
kernel or prevent direct kernel code reuse in kernel helper functions.

Our work shows that a portable verification- and barrier-based design can achieve
all three properties. For this, Firefly combines an accurate speculation- and
hardware-aware verifier with compiler and interface refinements that make this
approach scalable.

5.1 Unified Speculation-Aware Verification

Firefly’s unified speculation-aware verification is the core mechanism that enables
high performance. It addresses both Spectre-PHT and Spectre-STL in a portable
manner while keeping the analysis scalable. This section gives an overview of the
design, with details on the corresponding abstract values, instruction classes, and
path-exploration rules deferred to our artifact’s documentation.

Within the verifier’s framework, Firefly adopts a constant-time-based [27,28]
classification of speculative operations. We select speculative constant-time over
Speculative Non-Interference (SNI) [39,47,90] because the verifier can efficiently
enforce it using the type information it already maintains [15,102,112]. Firefly
treats a speculative state as problematic only when a secret influences control
flow, the address of a memory access, or the timing of instructions. In contrast, a
speculative load may move a secret without immediately leaking it, provided the
subsequent code uses the loaded value only in CT operations. Firefly treats loads
as CT with respect to the loaded value and treats simple ALU instructions as
CT with respect to their operands (these do not include multiplication, division,
and modulo). Firefly therefore still prevents secret-dependent timing and cache
contents, but avoids barriers for speculative states that remain confined to CT
processing.

Regarding the Spectre-PHT example in Figure 1, Firefly adds a barrier be-
fore channel [value] because this is a non-CT operation, and value is a kernel
secret (i.e., stale kernel data read from the uninitialized stack slot). For this gad-
get, Firefly therefore also prevents the exploit. In contrast, if channel [value]
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is removed, VeriFence still adds an unnecessary barrier before sp[0], whereas
Firefly avoids it.

While the CT leakage model prevents secret-dependent memory offsets, this is
not sufficient to protect the physical memory layout in the presence of the kernel’s
direct map (page_offset_base). However, disclosing the mapping from virtual
to physical addresses to unprivileged users allows for predictable Rowhammer at-
tacks [36]. For speculative out-of-bounds memory accesses such as packet [size
+ 1], Firefly therefore only allows reads through the direct map if the access re-
mains within the MMU page and DRAM row (at least 2 KiB [46,80,89,92,108])
of the object’s allocation. This is possible because the verifier knows the object’s
type, and therefore its alignment-requirements, at verification-time. In the di-
rect map, the virtual address alignment at 2 KiB granularity directly translates
to physical address alignment [17], and thereby DRAM row alignment [108]. In
particular, Firefly thereby does not assume a linear and monotonic mapping
between physical and DRAM address spaces. If an out-of-bounds load is per-
mitted, Firefly still tracks the loaded secret and subsequent code can only use
it in constant time operations. In summary, the performance benefit of avoiding
unnecessary barriers is thereby retained without admitting the DRAM layout
leakage channel used by “Half Spectre, Full Exploit” [36].

To reduce the Spectre-STL defense overhead previously recognized by Bee-
Box and VeriFence, we apply speculative path analysis to Spectre-STL by sim-
ulating the bypass on architectures without in-kernel SSBD (i.e., x64 but not
ARMG64). This unified design simplifies the verifier and improves performance
on x64. Figure 2 displays how Firefly applies speculation-aware path analysis to

N o
e Y —> regular I: reg = ptr
l/ - - -> speculative S: #reg = num // SSB
N L: secret = *reg
e ' E) O Arch. Safety secret &= 1
- ") Spec. Safety E: exit()

Fig. 2. Speculative store bypass (SSB) with Firefly’s analysis. The program starts
with stale secret kernel data stored at *ptr. Firefly accepts the non-problematic ALU
operation using this secret in L, even though it does not satisfy architectural memory-
and type-safety checks. Firefly only adds a barrier if non-CT branches or memory
operations use secret.

Spectre-STL. On the speculative path, Firefly joins the pre- and post-store value
of the affected slot into a single abstract value and gives each reload of that slot
an independent identity (effectively bypassing the store in this example). The
analysis then continues until it reaches a (possibly inserted) speculation barrier
or program exit. This approach makes the verifier insert another barrier into the
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subsequent code sequence only if the bypassed store causes the sequence to leak
kernel secrets into side channels (thereby constituting a Spectre-STL gadget).
However, in many cases, the bypassed store does not affect the safety of the
following code, so that Firefly can avoid a barrier.

The main challenge with this approach is that it increases the number of
execution paths the eBPF verifier must analyze, thereby negatively impacting
startup time for systems that use complex unprivileged eBPF programs. To
prevent analysis of non-trivial programs from becoming infeasible, Firefly applies
upstream eBPF’s path pruning logic [107] and limits the number of speculative
instructions analyzed. When this configurable limit is reached, Firefly falls back
to directly cutting speculative paths short using barriers. This fallback allows
Firefly to successfully apply defenses to complex eBPF programs (e.g., Loxilb)
by trading runtime overhead and verification time.

Both upstream eBPF and VeriFence use Spectre-PHT and Spectre-STL-
specific bytecode instructions (nospec_v1l and nospec_v4) for defenses against
transient execution attacks [22,44]. Firefly instead uses a single abstraction to
stop both PHT- and STL-speculation (nospec). This allows for deduplication
between PHT- and STL-barriers, which improves performance.

5.2 Whole-System Perspective

The verifier alone cannot achieve low-overhead defenses and instead requires a
whole-system perspective. Firefly achieves this through hardware-aware verifica-
tion as well as speculation-aware interfaces and compilation.

Hardware-aware verifier. Firefly allows the architecture layer to announce
the vulnerabilities affecting the current CPU to the verifier, thereby further re-
ducing the number of barriers on CPUs that do not require software defenses for
specific Spectre variants. This in particular affects modern ARM64 CPUs (e.g.,
the Cortex-A76 microarchitecture used by cloud providers [16] and the Rasp-
berry Pi 5 [96]) on which SSBD is active by default in kernel context. On these
CPUs, Firefly therefore must not simulate store bypass and consequently inserts
fewer barriers. We also consider dynamically enabling SSBD on x64 CPUs [15]
when invoking eBPF code, however this is infeasible as the switch takes hundreds
of cycles.

Speculation-aware interfaces. To reduce the number of Spectre-STL gad-
gets, Firefly uses pass-by-value for arguments to performance-sensitive helper
functions whenever possible. For example, the common bpf_map_lookup_elem()
helper used both for collection data structures (e.g., arrays and dictionaries) and
inter-process communication, takes the collection key by reference. This, in turn,
frequently creates a Spectre-STL gadget because the following key-lookup may
speculatively use stale data (e.g., secret kernel pointers previously stored at the
key’s address) and leak them into a side channel. To resolve this, Firefly in-
troduces an alternative to bpf_map_lookup_elem(), which takes 32- and 64-bit
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keys by value. This covers the vast majority of applications because most array,
dictionary, or communication-uses only require small keys.

Barrier-aware compilation. To reduce the performance impact of barri-
ers in tight loops, Firefly configures the compiler that generates the bytecode
(e.g., LLVM) to use more aggressive partial loop unrolling. As we show in Sec-
tion 7.3, the associated increase in code size is negligible (e.g., 14 KiB for Loxilb).

6 Implementation

We implement Firefly for Linux 6.17 by modifying® approximately 1400 source
lines and publish it under an open-source license.® We reimplement fence or ver-
ify [44] for Linux 6.16. From this reimplementation, we upstream 5 out of 7 re-
sulting patches into 6.17% and implement Firefly based on this.” We upstream the
unified speculation barrier abstraction (nospec) and the hardware-abstraction
layer that allows architectures to request only the software defenses they actu-
ally require from the eBPF verifier (bpf_jit_bypass_spec_v1/v4()). We are
not aware of any fundamental reasons that would prevent upstream Linux from
merging the other Firefly patches in the future. To implement Firefly’s Spectre-
optimized bytecode, we add kernel helper function implementations that receive
the map key by value (e.g., map_lookup_elem_by_value()) and double Clang’s
partial loop unrolling threshold (-unroll-partial-threshold=300). We finally
upstream tests that ensure the verifier places speculation barriers appropriately
for eBPF-based Spectre gadgets (e.g., for [23]).

7 Evaluation

We compare Firefly against VeriFence and BeeBox on both x64 and ARM64. As
of April 2026, HIVE’s source code is unavailable [117-119,127], therefore we can-
not consider it in our evaluation. As benchmarks, we use real-world applications
for which these related works have identified significant end-to-end application
overhead due to eBPF’s transient execution attack defenses.

7.1 Setup

We compare five configurations. (1) No Defense, which turns off only the eBPF-
specific transient execution attack defenses while leaving other kernel defenses
at their defaults (ARM64 in-kernel SSBD and x64 retpoline remain active).
(2) BeeBoz-RB, the fastest BeeBox variant with static memory sharing. (3) Ver-
iFence, our Linux 6.17 reimplementation of the original version.® (4) Firefly, and

5 We define modifications as the sum of SLOC insertions and deletions from git diff.

7 We continue to refer to unprivileged eBPF in Linux 6.16 as upstream eBPF.

8 We do this because Linux 6.5 is incompatible with the Loxilb version that Firefly
requires. This version’s performance only improves insignificantly upon the perfor-
mance of the original VeriFence version.



14 L. Gerhorst, H. Herzog, B. Herzog, P. Wagemann, R. Kapitza, and T. Honig

(5) Firefly No Def., which uses Firefly’s speculation-aware interfaces and compi-
lation without defenses and serves as Firefly’s overhead baseline. VeriFence and
BeeBox-RB overhead is still reported relative to No Defense.

We enable partial loop unrolling with the default x64 and ARM64 LLVM
thresholds for all variants. Without defenses, the mean performance difference
between Linux 6.17 and BeeBox’s base Linux version (6.1.9) is 3 %. In our bench-
marks, disabling in-kernel SSBD using the ssbd=force-off kernel command-line
parameter improves performance by 4 % on average.

We run x64 performance measurements on an Intel server Xeon E5-4640 v2
at 2.2 GHz and ARM64 measurements on a Cortex-A76 system at 2.4 GHz [96].
Benchmarks execute in a KVM-based Debian 12 virtual machine, which is repre-
sentative of common cloud deployments and aids reproducibility [16]. We validate
the proof-of-concept exploits from Section 7.2 on an Intel Core i7-1185G7 and
report the mean across 10 runs, with the first and third quartiles as error bars.

For real-world benchmarks, we select Katran and Loxilb because prior work
reports substantial end-to-end overhead for transient execution attack defenses
for these eBPF applications [44, 60, 106]. Other benchmarks from BeeBox and
VeriFence show little or no mitigation overhead in their measurements and are
therefore omitted (i.e., socket filters, seccomp, BCC tracers, and the Parca con-
tinuous profiler). Due to the many false-positive rejections before Linux 6.16, few
production unprivileged eBPF applications exist today. We therefore follow prior
work and enable the defenses for existing privileged benchmarks [21, 44] which
preserves the relevant compiler, kernel-infrastructure, and verifier behavior. Our
evaluation, therefore, accurately represents real-world unprivileged eBPF pro-
grams that users will develop in the future.

7.2 Security

This section summarizes Firefly’s trusted computing base, our security argument,
and presents experiments that verify our assumptions.

Trusted computing base. Because Firefly’s Spectre-optimized eBPF bytecode
is untrusted, only the verifier is relevant for security. Regarding implementation
complexity, Firefly requires approximately 1400 source line modifications and is
therefore unlikely to introduce new bugs into the verifier’s implementation.

Systematization. As speculative constant-time is a formal security notion [14,
27,102,112], this section focuses on its extension to physical-layout information
and application to eBPF. For this, we systematize Firefly’s security properties
within the formal framework developed by Cauligi et al. [28].

Regarding the execution model, relevant speculation triggers are branches
and stores, and the eBPF program is invoked only with correctly typed inputs
(even speculatively). We do not assume any specific CPU reorder buffer size
to bound speculation, but only terminate speculative paths using speculation
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barriers. We reference vendor documentation statements guaranteeing this for
x64, ARM64, and PowerPC in our artifact’s documentation.

Regarding the leakage model, we treat simple ALU operations as constant
time, but not division, multiplication, or modulo [2,4, 5]. In agreement with
upstream eBPF, we model kernel function calls as opaque operations that are
speculatively constant-time w.r.t. all kernel secrets (including the pointer, but
not scalar, arguments they receive from eBPF programs). As in upstream eBPF,
this is, for example, ensured using masking [104]. Inside the kernel, speculative
constant-time does not directly capture the leakage of information about the
physical memory layout. Firefly, therefore, refines it as follows. For accesses to
eBPF-public memory regions (e.g., the stack), we only consider the offset relative
to the object leaked, but still disallow crossing DRAM row boundaries beyond
accessible allocations.

For the secrecy policy, we generally adopt unprivileged upstream eBPF’s
secrecy policy and identify kernel secrets based on existing value and type track-
ing. For network driver programs, we aim for a direct comparison with BeeBox-
RB, which places the entire network interface controller (NIC) ring buffer in
eBPF-public memory. We consequently also assume public packet buffers (i.e.,
XDP_ZEROCOPY UMEM chunks [30,81,111]) that are at least as large as the max-
imum transmission unit (MTU). For eBPF-public memory, the region offset is
public, whereas the region’s physical and virtual address are secret.

Experiments. Confirming that our implementation correctly enumerates canon-
ical speculative paths from branches and stores, identifies non-CT operations,
and tracks kernel secrets, we validate that Firefly prevents the three x64 Spectre-
PHT and Spectre-STL exploits developed by Jin et al. [60].

7.3 Code Size

Katran and Loxilb use comparatively large eBPF programs. In contrast, for
the 171 real-world application programs collected by Gerhorst et al., the mean
program size is 46 instructions [44]. Katran uses one eBPF program with 2246
instructions whereas Loxilb loads 8 different programs with a total of 32651
bytecode instructions.

Firefly introduces no memory overhead at execution time except for the code
size increase caused by partial loop unrolling and verifier-inserted defense in-
structions. For Loxilb, the undefended eBPF program code consumes 169 KiB
after JIT compilation. Across architectures, Firefly increases this final code size
by at most 14 KiB (i.e., 7%). In contrast, BeeBox’s changes to kernel memory
layout increase whole-system memory usage by 4 MB to 12 MB [60].

7.4 Verification Time

Verification time is a secondary concern compared to runtime overheads, as it
only affects application startup latency. Still, Firefly verifies even complex real-
world programs in a reasonable time. For the most complex Loxilb program in
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Fig. 3. Loxilb eBPF execution-time overhead for Firefly relative to Firefly No Def..
The resulting throughput reduction is lower. Firefly effectively trades verification time
and eBPF execution time overhead.

our benchmarks, Firefly’s analysis with defenses requires the verifier to process
16.7M instructions (which consumes 29s on our x64 CPU), therefore, long-
running applications can amortize it. Without defenses, this same program re-
quires the verifier to analyze 0.5 M instructions, which puts it within an order of
magnitude of the architectural complexity limit (1 M instructions in Linux 6.16).
On ARM64, Firefly’s analysis takes 80s because (1) the CPU is slower and (2)
Spectre-PHT dominates the verification time. Out of the related works, only
HIVE can eliminate verification, while BeeBox offers verification times similar
to undefended eBPF (1.4s on x64). VeriFence requires 10s (4.1 M instructions)
as it only analyzes Spectre-PHT paths without limiting speculative instruction
analysis. In general, Loxilb’s complexity constitutes a scenario that rarely occurs
in production [44]. Katran, for example, requires 0.7 s on x64 (427 k instructions)
with Firefly.

Firefly allows applications to trade shorter verification time for increased
runtime overhead by lowering the configurable limit for speculative instruction
analysis (set to 16 M by default). Figure 3 displays this trade-off for speculative
instruction limits of 1 M, 4 M, and 16 M. Reducing this limit merely causes spec-
ulative paths to be cut off earlier with additional barriers, without compromising
the system’s security. This is because architectural paths (limited to 1M in up-
stream Linux) are still always fully analyzed. Firefly still fences off all gadgets
they contain. These architectural paths are the reason for the total number of
analyzed instructions being 0.7 M instructions above the set limit in Figure 3.
Developers can select an instruction limit suitable for their application based
on their time budget and the verification performance numbers provided in this
section. Alternatively, future work can run the full analysis in the background
while letting the application already use the quick-analysis version.

7.5 Katran Benchmarks

Katran is a high-performance layer 4 load balancer developed by Meta. It in-
cludes a benchmarking utility that was also used to evaluate BeeBox.
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Fig. 4. Katran’s XDP eBPF program benchmark for different CPU architectures.

Figure 4 displays the processing time per packet for all 35 different Katran
workloads on x64 and ARMG64. Firefly No Def.’s performance only differs in-
significantly from the standard No Defense variant for Katran, therefore we
omit it from the figure. To improve readability, we group the 35 workloads by
type/execution time and list the corresponding Katran benchmark ID ranges
for the 14 resulting groups. We calculate the geometric mean overhead for all
defense approaches across the 35 workloads and display it in Figure 5.

With a geometric mean overhead of 6 % on ARM64 and 26 % on x64, Firefly
offers high performance on both CPU architectures. On x64, Firefly offers perfor-
mance similar to the most performant, but non-generic, BeeBox variant (BeeBox-
RB), while VeriFence introduces a significant overhead of 151 %. BeeBox-RB has
26 % overhead on our Xeon E5-4640 v2 and 20 % on the Xeon W-2145 from the
BeeBox paper. On ARM64, Firefly, like VeriFence, offers very low overhead of
approximately 6 % because it can leverage the hardware’s Spectre-STL defense
and must only insert barriers against Spectre-PHT.

To summarize, Firefly offers performance similar to BeeBox-RB on x64, and
significantly outperforms alternatives that support dynamic sharing (i.e., Ver-
iFence). On ARM64, both Firefly and VeriFence have very low overhead because
they can leverage hardware Spectre-STL defenses.
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7.6 Loxilb Throughput

Loxilb is a feature-rich load balancer and the primary benchmark from the Ver-
iFence paper. It supports SCTP (e.g., as used by 5G networks [101]) and requires
the eBPF LPM_TRIE map [24], which BeeBox’s implementation does not support.
Figure 6 shows the iperf3 TCP and SCTP throughput for two containers
connected through the load balancer. As expected, TCP significantly outper-
forms SCTP because eBPF code calculates the CRC32 checksum for SCTP. For
this reason, the undefended SCTP eBPF program on x64 consumes an average of
123.7 ps instead of TCP’s 1.5 ps. This execution-time increase reduces through-
put from 14.61 Gbit/s to 0.85 Gbit/s. Calculating the SCTP CRC32 checksum
happens in a 4-line C loop that consumes the vast majority of the program’s
runtime. Any hardening instructions inserted into this loop have a significant ef-
fect on eBPF program runtime and, by extension, SCTP throughput. The right
plot in Figure 6 shows the performance when manually adjusting the partial loop
unroll count for the checksum-calculation loop. In contrast, the two left plots use
the compiler-determined default value (i.e., 8 for VeriFence and 16 for Firefly).
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Fig. 6. TCP throughput for Loxilb v0.9.8.4 and the influence of partial CRC32 loop
unrolling on SCTP throughput. Unrolling does not affect TCP performance. By default,
Firefly’s compiler selects an unroll count of 16, while VeriFence and No Defense default
to a partial unroll count of 8.

Because Firefly’s optimized bytecode can also increase performance without
defenses, we benchmark this version separately as Firefly No Def. and always cal-
culate Firefly’s overhead relative to this improved version. We still use standard
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No Defense as the baseline for VeriFence. Without defenses, Firefly’s optimized
bytecode improves SCTP throughput by up to 28 % while TCP throughput
changes only insignificantly.

As displayed in the two left plots of Figure 6, Firefly significantly outper-
forms VeriFence in that SCTP throughput drops by 13% to 23 % instead of
44 % to 50 %. For TCP, both have negligible overhead on x64 and ARM64. Our
x64 VeriFence results thereby match those from [44], except for some expected
differences due to the newer Loxilb version and a different CPU model.

For easier comparison between Loxilb and Katran, we measure the average
Loxilb eBPF program runtime and calculate the respective defense’s overhead.
The x64 TCP/SCTP results confirm our conclusions from the Katran benchmark
in that Firefly increases program runtime by 0% to 51 % while VeriFence has
27 % to 98 % overhead. As for Katran, overhead for TCP on ARM64 is very low
with both Firefly and VeriFence (at most 5%). Only Firefly’s SCTP overhead
on ARMG64 is higher than expected because any defense in the short checksum
calculation loop incurs significant overhead. Still, with 30 % Firefly significantly
outperforms VeriFence, which adds 154 % to the program runtime.

The right plot in Figure 6 displays how varying loop unroll counts affect
SCTP overhead for Firefly and VeriFence. Whereas an undefended eBPF pro-
gram’s performance remains unaffected, loop unrolling significantly degrades
performance with defenses because the inserted speculation barriers limit branch
prediction. As shown in Figure 6, Firefly significantly outperforms VeriFence even
with the unroll count fixed.

The results for Loxilb confirm our conclusions from the Katran benchmark,
as Firefly significantly outperforms VeriFence in both end-to-end throughput and
eBPF program execution time. They further demonstrate that Firefly supports
complex eBPF programs and show the benefit of partial loop unrolling.

7.7 Evaluation Summary

Our evaluation answers the paper’s main question in the affirmative: transient
execution attack defenses for in-kernel sandboxes do not require address-space
separation or architecture-specific hardware. Across all 37 tested Loxilb and Ka-
tran workloads, Firefly’s geometric mean eBPF program execution time overhead
is 25 % on x64 and 6 % on ARMG64. It thus matches the most high-performance,
but architecture-specific, state-of-the-art solutions (i.e., VeriFence on ARM64
and BeeBox-RB on x64) without relying on non-portable hardware features or
static memory sharing.

8 Related Work

Transient execution attack defenses. Upstream eBPF and VeriFence use
portable and non-intrusive verification-based isolation but suffer from high over-
head, whereas BeeBox and HIVE depend on address-space isolation, which in-
troduces portability and integration concerns. We compared VeriFence [44], Bee-
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Box [60], and HIVE [127] to our approach in the problem statement and evalu-
ation. Furthermore, static analysis tools focus on cryptographic user space soft-
ware [28], but no existing work applies them to an in-kernel sandbox in a portable
and scalable manner while still protecting the DRAM memory layout. For exam-
ple, these tools assume impractically small speculation windows (Spectector [47],
Pitchfork [27]), simplistic memory models [47], or focus on ahead-of-time com-
pilers with a much larger trusted computing base and different application code
properties than in-kernel sandboxes (Serberus [82], Blade [112], Jasmin [18]).
None of them therefore answers whether verifier-based defenses for eBPF are
viable from a systems perspective.

Runtime checks. SafeBPF [72] and MOAT [75] use SFI-, MTE-, and MPK-
based isolation, but they do not consider transient execution attacks and raise
portability and compatibility issues through coarse-grained isolation and slower
dynamic sharing. Similar to Firefly, AEE [106] recognizes these limitations. It
embeds runtime checks into eBPF programs to ensure the correctness of veri-
fier abstractions, but does not consider transient execution. Future work could
extend AEE to Firefly’s unified speculation-aware verification.

Testing. Our upstreamed patches extend upstream eBPF’s test suite to check
that the verifier places speculation barriers correctly. Fuzz testing of eBPF is an
active research area [77,91,105]. It can target speculative execution, and thereby
Firefly, if speculation is traceable via performance counters [12, 78].

Formal methods. Multiple related works develop formalizations and sound-
ness proofs for the eBPF verifier’s C implementation [100,115,116]. As Firefly’s
design is already based on formal security notions, proving its implementation,
or formalization thereof, secure is a natural subject of future research. Alter-
natively, Proof-Carrying Code (PCC) promises to reduce the eBPF verifier’s
complexity, and by extension its potential for bugs [61,84,85,122]. Such verifiers
can integrate Firefly’s approach with a small trusted computing base.

9 Conclusion

This work presented Firefly and, with it, a concrete answer to an open sys-
tems question for in-kernel sandboxes. Prior work suggested that low-overhead
defenses against transient execution attacks must sacrifice either portability or
address-space sharing. Firefly shows that this trade-off is not fundamental. By
removing the bottlenecks of verification-based defenses, it achieves a shared-
address-space design that matches the best-performing prior designs on estab-
lished real-world benchmarks. Firefly thereby paves the way towards portable,
efficient, and securely sandboxed execution of unprivileged eBPF.
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